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Professional summary:
Accomplished IT professional with over 8+ years of experience in IT industry comprising of Linux Administration, Build & Release Engineering, DevOps Engineer, AWS Services, OpenShift Container Platform, Software Configuration Management (SCM), Containerization and Deployment.
· Experience in Working with Cloud Platform like Amazon Web Services and good knowledge in using various services like AWS EC2, VPC, S3, IAM, Security Groups Route53, IP tables, Elastic Load Balancers, Auto Scaling, Cloud Formation, Cloud Front, SNS, SQS, Cloud Trail.  
· Used terraform for automating VPCs, ELBs, Security groups, SQS queues, S3 buckets and continuing to replace the rest of our infrastructure
· Implemented Terraform Modules for deployment of various applications across multiple cloud providers and managing infrastructure.
· Designed and implemented data access layers using Entity Framework, facilitating seamless interaction between applications and relational databases.
· Worked in Setting up databases in AWS using RDS, storage using S3 bucket and configuring instance backups to S3 bucket.
· Experienced in Private (OpenStack, Azure), Public (AWS) cloud platforms.
· Involved in developing the Azure Solution and Services like IaaS and PaaS.
· Proficient in developing enterprise-grade applications using C# and .NET framework, adhering to industry best practices and coding standards.
· Implemented multithreaded and asynchronous programming techniques in C#, optimizing application performance and responsiveness.
· Working with the ELK (Elastic Search, Logstash, Kibana) stack to analyse and monitor log data.
· Solid Knowledge on Virtualization Server tools like KVM, VMware vSphere.
· Excellent understanding of SDLC methodologies like Agile, Waterfall.
· Applied solid OOD principles to architect and develop robust software solutions, ensuring maintainability and scalability.
· Experience in writing scripts in Python, Ruby, Perl, Shell, Bash, PowerShell to automate deployments.
· Experience in deploying and configuring GIT repositories with branching, tagging, notifying.
· Implemented a GIT mirror for SVN repository, which enables clients to utilize both GIT and SVN. 
· Extensively worked on Jenkins for continuous integration and for end-to-end automation for all build and deployments. 
· Migrated applications from AWS on to OpenShift using Azure DevOps pipelines after containerizing them in version control.
· Worked with Ansible playbooks for virtual and physical instance provisioning, patching and software deployment. 
· Hands-on experience in working with configuration management tools like Chef, Puppet and Ansible.
· Proficient in installing Chef Workstations, Bootstrapping Nodes, writing Chef recipes, cookbooks and uploading them to Chef servers. 
· Experience in setting up Puppet Master, Puppet Agents for managing enterprise policies and configurations.
· Experience with container-based deployments using Docker, working with Docker images, Docker hub and Docker registries. 
· Solid implementation knowledge on Docker, Kubernetes automation solution for Continuous Integration Continuous Delivery model.
· Experience in using Kubernetes to provide a platform for automating deployment, scaling, and operations of application containers across clusters of hosts. 
· Experience in trouble shooting and automated deployment to web and application servers like WebLogic, WebSphere, JBoss and Tomcat over AWS Cloud.
· Experience in implementing and administering monitoring tools Nagios, Splunk, Zabbix and Cloud Watch, Splunk and AppDynamics.

Technical skills:
	Category
	Skills

	Cloud Technologies
	AWS, Azure, OpenStack

	Scripting/Programming Languages
	Python, Ruby, Bash, Perl, PowerShell, C, JAVA, .Net

	Version Control 
	GIT, TFS, SVN and Bitbucket, NuGet

	Build Tools
	Maven, Ant, Gradle, XL Deploy (6.0.2), Terraform. 

	CI/CD Tools
	Jenkins, Hudson, Team City, Bamboo, Bitbucket, Jira, Azure Devops

	Config. Management
	Ansible, Chef, Puppet, Salt Stack

	Containerization Tools
	Kubernetes, Docker, OpenShift.

	Monitoring Tools
	AppDynamics, Nagios, Splunk, Zabbix, Cloud Watch, ELK Stack 

	Web/Application Server
	Apache Tomcat, WebSphere Application Server, JBOSS, Nginx

	Database
	MySQL, MongoDB, SQL Server and Oracle

	Operating Systems 
	Red Hat, Ubuntu, CentOS, Windows Server, Windows, Apple Mac OS, JAMF

	Virtualization Tools
	VMware vSphere, VMware vCenter, vSphere Client, Virtual Box 

	Network Protocols 
	HTTP, FTP, SFTP, SMTP, UDP, TCP/IP, Ethernet, POP, DNS



PROFESSIONAL EXPERIENCE:
BNYM (Bank of New York Mellon), Jersey City, NJ                                                                           Aug 2023-Present
Cloud DevOps / Site Reliability Engineer 	         
Responsibilities:
· Working on DevOps / Agile operations process and tools (Code review, unit test automation, Build & Release automation, Environment, Service, Incident and Change Management) 
· Designing, building and deploying many applications utilizing the AWS Stack (EC2, S3, EMR, Lambda, ELB, Code deploy, code pipeline,) with focus on high-availability, scalability and fault-tolerance 
· Coordinate/assist developers with establishing and applying appropriate branching, labeling/naming Designing and implementing for fully automated server build management, monitoring and deployment by Using DevOps Technologies.
· Virtualized the servers using the Docker for the test environments and dev-environments need. Also, configuration automation using Docker containers. 
· Created scripts in Python which integrated with Amazon API to control instance operations. 
· Implemented unit testing framework driven using JUnit and Cucumber Set up Jenkins master/slave to distribute builds on slave nodes. 
· Launching Amazon EC2 Cloud Instances using Amazon Web Services (Linux/Centos/Ubuntu/RHEL) and Configuring launched instances with respect to specific applications. 
· Repeatedly worked on AWS Cloud platform and its features which include EC2, VPC, AMI, RDS, SES, S3, Route53, IAM, LDAP, Cloud Formation, Cloud Front, and Cloud Watch. 
· Updating kernel & security patches in Amazon Linux environment, handling out of memory issues in Linux kernels during rebalance in Kafka cluster.
· Successfully managed multiple build pipelines from Dev through to Prod on GIT, SVN and CVS Source Control Management tools on various Operating Systems. 
· Experience in using GIT and Rational Clear case on Ubuntu and Windows environment. 
· Designed, Installed and Implemented Ansible configuration management system. 
· Developed builds using ANT and Migrated to MAVEN as the build tools for the creation of the build artifacts like war or ear files.
· Updating kernel & security patches in Amazon Linux environment, handling out of memory issues in Linux kernels during rebalance in Kafka cluster.
· Setting up huge Kubernetes platform with four clusters and aiding various app teams
· Designed and created multiple deployment strategies using CI/CD Pipelines and configuration management tools with remote execution to ensure zero downtime and shortened deployment cycles via automated deployments. 
· Installed, configured salt stack to approach the deployment and cloud management.
· Developed microservice on boarding tools leveraging Python and Jenkins allowing for easy creation and maintenance of build jobs and Kubernetes deploy and services.
· Automated our Kafka/Schema registry clusters to add/incorporate SSL/TLS. Schema registry is a JAVA app and we added Nginx in front of it and enabled SSL.
· Automated the process of deploying JavaScript, PHP and Databases like MySQL, PostgreSQL to remotely located EC2 servers by using Chef Cookbooks.
· Experience in developing and scheduling ETL workflows in Hadoop using Oozie. Experience in tools like puppet to automate Hadoop installation, configuration and monitoring.
· Expertise in Centos, Red Hat Centos / RHEL backup/restore with tar including disk partitioning and formatting. 
· Servers are configured & managed by using Chef/Puppet and System orchestration is done using Ansible.
· Developed Chef Recipes to configure, deploy and maintain software components of the existing infrastructure. 
· Worked in setting up Chef Infrastructure, Chef-repo and Bootstrapping chef nodes. 
· Written Chef Cookbooks for various DB configurations to modularize & optimize product configuration. 
· Deployed the Java, HTML application into web application servers like Apache, Tomcat. 
· Worked with build tool Maven to complete the development in a shortest period. 
· Contracted to serve as the JIRA Systems Administrator for the international JIRA/Confluence infrastructure, including all associated programs, plugins and systems.
· Provided ongoing support and configuration for JIRA projects, workflows, screens, fields, permissions, and other administrative tasks.
· Work with individuals and teams to optimize JIRA workflow functionality as it relates to the team's processes as well as provide companywide visibility.
· Written and implemented Perl script to modify LDAP database. 
· Experienced in deployment of applications on Apache Webserver, Nginx and Application Servers such as Tomcat. 
· Customized site definitions for SharePoint Personal Sites for automatic creation of Resume document library for each user and modify user profile database.
· Experience working with SharePoint workflows, created a SharePoint list/database for all construction codes. Searchable and sortable.

Prudential Financials, Denton City, TX                                                                                           Sep 2021 - July 2023                                                                                                                   
Azure DevOps Engineer                                         
Responsibilities:
· Working for DevOps Platform team responsible for specialization areas related to Chef for Cloud Automation.
· Actively involved in architecture of DevOps platform and cloud solutions.
· Used chef for server provisioning and infrastructure automation in a SAAS environment. 
· Integration of Automated Build with Deployment Pipeline. Currently installed Chef Server and clients to pick up the Build from Jenkins repository and deploy in target environments (Integration, QA, and Production).
· Managed SCM functions, configured build environments and automating build process using Cruise Control & Perl/Shell scripts and identified and implemented processes to strengthen, streamline, and automate build processes.
· Evaluating testing of Chef Recipes – Concept of Test-Driven Development for Infrastructure as a Code.
· Extensively worked in database migration from older machine to latest configurations; and good experience in server migration.
· Managed physical and Logical volumes, Volume Groups using Logical Volume Manager and created/extended file systems in Linux.
· Worked on Cloud automation using AWS Cloud Formation templates and Terraform.
· Launching Amazon EC2 Cloud Instances using Amazon Images (Linux/ Ubuntu) and Configuring launched instances with respect to specific applications.
· Creating snapshots and Amazon machine images (AMIs) of the instances for backup and creating clone instances.
· Setup Amazon RDS for database integrations, MySQL. Set up MongoDB, CouchDB with elastic search on lightweight Docker containers for easy and quick indexing services.
· Setting up private networks and sub-networks using the virtual private cloud (VPC) and creating security groups to associate with the networks.
· Setting up scalability for application servers using command line interface.
· Install and configure Amazon command line interface tools.
· Performed migrations of virtual servers from OpenVZ physical servers to AWS EC2.
· Integrating various provisioning and monitoring modules into a single platform.
· Managed central repositories: Implemented Atlassian Stash along with GIT to host GIT central repositories for source code across products, facilitate code reviews and login audits for Security Compliance.
· Designed and implemented the backup strategy for all the critical systems such as build machines, bug tracking tools like JIRA, central repositories etc.
· Provided 24/7 on-call support on rotation basis.

Goldman Sachs, (Memphis) India                                                                                                     Nov 2016 – Jun 2021 DevOps Engineer                                    		   
Responsibilities:
· Actively involved in DevOps platform and cloud solutions.
· Worked on Cloud Infrastructure AWS services (S3, EC2, ELB, EBS, Route53, VPC, Auto scaling etc.) 
· Creating AWS VPC, subnets, routing and VPC Gateways both via Console and using Terraform and created VPN and Direct Connect network connections with existing infrastructure. Created Virtual private gateway associations
· Designed and developed Cloud Service projects and deployed to Web Apps, PAAS, and IAAS.
· Deployed and configured Jenkins CI including slave node configurations and ssh control plane implementations.
· Developing CI/CD system with Jenkins on Google's Kubernetes container environment, utilizing Kubernetes and Docker for the runtime environment for the CI/CD system to build and test and deploy.
· Experienced in creating AWS IAM and Security Group in Public and Private Subnets in VPC and Created AWS Route53 to route traffic between different regions.
· Successfully deployed and managed Istio service mesh within AWS environments, ensuring seamless integration with AWS services and resources.
· Extended AWS App Mesh to manage microservices deployed in hybrid cloud or multi-cloud environments, providing a unified service mesh solution across diverse infrastructures.
· Configured traffic routing rules and load balancing policies within AWS App Mesh to optimize application performance and ensure high availability.
· Defined RBAC (Role-Based Access Control) policies within Istio to enforce fine-grained access control.
· Worked on Cloud automation using AWS Cloud Formation templates and terraform.
· Installed, tested and deployed monitoring solutions with Splunk services.
· Implemented security best practices in CloudFormation templates, including IAM roles, security groups, and encryption settings.
· Proficiently diagnosed and resolved issues within CloudFormation templates, ensuring the stability and reliability of AWS infrastructure.
· Maintained and managed assigned systems, Splunk related issues and administrators.
· Skilled in deploying, configuring and administering Splunk clusters. 
· Worked on the integration of Ansible Playbooks with Terraform templates to provision infrastructure in AWS.
· Deployed and managed web applications and services into AWS by using Elastic Bean Stalk.
· Implemented scheduled downtime for non-prod servers for optimizing AWS pricing. 
· Developed Bash and Python scripts, leveraging tools like Boto3, Ansible, and Terraform, to automate tasks such as encrypting EBS volumes and scheduling Lambda functions, improving operational efficiency and reducing manual effort.
· Taking Backup to cloud Storage Account using Cloudberry Cloud Storage Tools. Configure Site to Site VPN Connectivity.
· Implemented the building tools such as Ant and Maven to automate and enhance the overall operational environment. 
· Used Maven as build tool on Java projects for the development of build artifacts on the source code. 
· Created, expanded, and configured automation in Maven to automatically build, package, and deploy Java applications to multiple development and testing environments. 
· Set up CI (Continuous Integration) for major releases in Jenkins.
· Integrated various provisioning and monitoring modules into a single platform using Jenkins CI tools. 
· Automated deployment of builds to different environments using Jenkins CI tools.
· Integration of Automated Build with Deployment Pipeline. Installed Chef Server and clients to pick up the Build from Jenkins and deploy in target environments (Integration, QA, and Production).
· Launching Amazon EC2 Cloud Instances using Amazon Web Services (Linux/ Ubuntu) and configuring launched instances with respect to specific applications. 
· Performed S3 buckets creation, policies and on the IAM role based polices and customizing the JSON template. Implemented and maintained the monitoring and alerting of production and corporate servers/storage using AWS Cloud watch. 
· Utilized Terraform or AWS CloudFormation templates to provision EKS clusters, automating infrastructure setup.
· Managed servers on the Amazon Web Services (AWS) platform instances using Puppet, Chef Configuration management. 
· Performed a review of the technology team and worked with leadership to define a growth plan to meet product development demands.
· Proficiently utilized PowerMax REST API to automate storage provisioning, configuration, and management tasks, enhancing operational efficiency.
· Have experience in configuring Azure API Management as an API gateway to manage and secure APIs, including setting up routing rules and policies.
· Implemented security measures in Azure API Management, such as authentication, authorization, and API key management, to protect APIs from unauthorized access.
· Expertise in automating builds and deployment process using Bash, Perl, Ruby, Python and Shell scripts with focus on DevOps tools, CI/CD, AWS Cloud Architecture.
· Implemented security best practices for EKS, including network policies, IAM roles, and AWS VPC configurations.
· Developed Packer and Terraform workflows for quick infrastructure design and deployment.
· Configured centralized logging with tools like Fluentd and Elasticsearch to analyze and troubleshoot issues effectively.
· Troubleshoot issues along the Jenkins CI/CD pipelines.
· Designed and implemented CI/CD pipelines using tools like Jenkins, GitLab CI/CD, or AWS CodePipeline to automate application deployments to EKS.
· Integrated PowerMax REST API into disaster recovery plans, ensuring data replication and failover capabilities.
· Created inventory in Ansible for automating the continuous deployment and wrote playbooks using YAML scripting
· Integration of Automated Build with Deployment Pipeline. Currently installed and clients to pick up the Build from Jenkins repository and deploy in target environments (Integration, QA, and Production).
· Good Knowledge in OOPS (Object Oriented Programming System) concepts i.e., Abstraction, Polymorphism, Encapsulation and Inheritance. Good knowledge in Exception Handling, Collection Framework, File Operations, Multi-Threading, Methods of string classes, Conditional and Looping statements.
· Thorough experience of using Data Communication, Management Theory, OOPs Concepts.
· Implemented monitoring and alerting solutions for proactive issue resolution, improving system reliability.
· Utilized AWS services for auto-scaling and load balancing to enhance application performance.

Education:
· Bachelor of Engineering (B.E.) In Electronics and Communications Engineering from Saveetha School of Engineering (SIMATS), Chennai, India - 2016
